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These CertTips are just a subset of all of the CertTips that are included with the actual
practice test. The ActiveCert.com practice tests provide extremely challenging questions,
the most detailed explanations in the industry, hundreds of hyperlinks, hundreds of relevant
Windows 2000 screen captures, streaming video tutorials, streaming audio explanations,
and how-to exercises. Please visit www.ActiveCert.com for more information. And they're
reasonably priced!

Y ou may distribute this document freely to others provided you convey it inits entirety and
do not alter it.

Installing, configuring, and troubleshooting Active Directory

Helpful reminder: SMTP and RPC over TCP/IP are the two protocols used in inter-site
Active Directory replication.

Helpful reminder: The Active Directory database is divided into three partitions -- the
schema partition, the configuration partition, and the directory partition. All three
partitions are replicated to Windows 2000 domain controllers by Active Directory
replication.
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Helpful reminder: In order to restore from a backup Active Directory objects that have
been changed or deleted, you must perform an authoritative restore. Performing an
authoritative restore includes starting in Active Directory Services Restore mode and using
NTDSUtil.exe.

Helpful reminder: In order to add a new Windows 2000 domain controller to an existing
domain, the Windows 2000 server computer must have access to a DNS server that hosts
the zone for the Windows 2000 domain (and therefore supports SRV records).

Helpful reminder: Sites are dependent on your | P address structure, as an |P subnet can be
associated with one and only one site.

Helpful reminder: Native mode domains cannot be renamed in AD.

Helpful reminder: The PDC emulator is required for replication with downlevel domain
controllers, password change requests from downlevel clients NOT running the directory
services client and for the addition of new Group Policy Objects (GPOS).

Helpful reminder: If the RID master role has been siezed while the RID master is offline,
the original RID master should never be brought back online.

Helpful reminder: To have domain controllers automatically join the correct Active
Directory site when the are installed, add the subnet on which they will be located using
Active Directory Sites and Services, and associate the subnet with the correct site.

Helpful reminder: Windows 2000 server computers can not be configured as backup
domain controllersin aWindows NT 4.0 domain.

Helpful reminder: An authoritative restore of Active Directory can be used to restore an
object that was deleted unintentionally from Active Directory.




Helpful reminder: Backing up the System State on a domain controller will clear the log
files stored in the %SY STEMROOT%\NTDS folder.

Helpful reminder: The KCC isused to build the replication topology for Active Directory.

Helpful reminder: Active Directory automatically disables all NTFS caching on the
physical drive storing the transaction logs.

Helpful reminder: Use NTDSULtil.exe to perform offline Active Directory database
defragmentation. Thiswould be advisable, for instance, after relieving a domain controller
of itsrole as aglobal catalog server.

Helpful reminder: If you intend to apply a Sysprep image to a different hardware base,
Sysprep should be run with the -nosidgen switch to remove hardware data from the
system's registry.

Helpful reminder: Seizing a FSMO role should be reserved for cases when the existing role
holder is not available.

Helpful reminder: Y ou must use NTDSULtil to seize a Forest Single Master Operations
(FSMO) role from adomain controller that is not online. (Y ou can use the GUI interface
when both the current and planned holders of the role are online.).

Helpful reminder: Y ou must be an enterprise administrator to create and manage universal
groups.

Helpful reminder: A global catalog server isrequired in order to provide Universal Group
membership information during log on in a native-mode Windows 2000 domain.




Helpful reminder: The subnets defined in Active Directory do NOT need to map directly to
each physical subnet.

Helpful reminder: Protecting Active Directory transaction logs can alow you to recover
most data, in conjunction with regular backups. Thisis particularly important in single
domain controller environments.

Helpful reminder: The system state cannot be restored on a domain controller if you are not
in DS Restore mode.

Helpful reminder: Generally speaking, the RID master and PDC emulator should be
maintained on the same system, as should the schema master and domain naming master.

Helpful reminder: When creating a new domain tree in an existing Active Directory forest,
the only information that must be at hand is the address of the DNS server already serving
the forest.

Helpful reminder: When migrating domains from NT 4.0 to Active Directory, you must
upgrade the PDC first. Once al domain controllersin adomain have been upgraded, the
domain can be switched to native mode.

Helpful reminder: It is preferable to divide domains into sites and organizational units
rather than create multiple domains, if at all possible.

Helpful reminder: Changing the schema requires membership in the Schema
Administrators group (membership in Enterprise Adminsis not sufficient).

Installing, configuring, managing, monitoring, and troubleshooting DNS for Active
Directory



Helpful reminder: There is a one-to-one mapping between Active Directory domain names
and DNS names. Active Directory domain names use the same dotted notation.

Helpful reminder: Y ou can use system monitor to display the amount of data that has been
sent during a zone transfer. DNSCMD is a command-line interface for managing DNS
servers.

Helpful reminder: Y ou can use the Nslookup command with the |s switch to list the records
for adomain stored on aDNS server. Using the |s switch constitutes a zone transfer, and
SO is subject to any security settings relating to zone transfers on the DNS server targeted
by the command.

Helpful reminder: Zone replication can occur between standard secondary DNS zones and
Active Directory-integrated zones.

Helpful reminder: Dynamic DNS updates make it possible for clients (including DHCP
clients) to dynamically register A and PTR resource records with a primary name server.
DHCP servers can also register A and PTR resource records on behalf of their clients.

Helpful reminder: There may be special requirements for allowing older BIND systems to
perform zone transfers with Windows 2000 DNS servers, such as disabling fast zone
transfers by checking the Bind Secondaries option in the advanced DNS server property
settings.

Helpful reminder: A canonical name (CNAME) DNS resource record is used to define an
aliasfor ahost.

Installing, configuring, managing, monitoring, optimizing, and tr oubleshooting
change and configuration management

Helpful reminder: Y ou can delegate control over objectsin Active Directory using the
Delegation of Control wizard, accessible by right-clicking on the relevant container in
Active Directory Users and Computers and selecting Delegate Control.




Helpful reminder: Y ou can not use Group Policy to grant users the permission to reset
password, nor can the permission be granted on a group.

Helpful reminder: .ZAP files are text files used with Group Policy to deploy software
applications that do not use Microsoft Installer technology. They provide information
about the application properties, how to install the application, and the application's entry
points.

Helpful reminder: Filtering a GPO consists of granting or denying the Apply Group Policy
Object permission to control which security accounts are affected by the GPO.

Helpful reminder: A RIS server must be authorized in Active Directory before it will
respond to client requests.

Helpful reminder: To ensure that RIS servers service only authorized computers, pre-stage
the client computer accounts. Include the computer name, the computer's GUID (based on
its MAC address), default Directory Services location, and the name of the RIS server.

Helpful reminder: Custom configurations based on the standard CD-based RIS image can
be created by supplying custom answer files.

Helpful reminder: RIPrep.exeisthe utility used to prep and copy a Windows 2000
Professional image from areference workstation to a RIS server.

Helpful reminder: RBFG.exe (Remote Boot Floppy Generator) isthe utility used to create
boot disks for computers that are not PXE-compliant and on which Windows 2000
Professional isto be installed using RIS.

Helpful reminder: Choosing to delete a GPO will remove it from all linked locations.




Helpful reminder: Account policies are always domain wide -- they can not by customized
by site or OU.

Helpful reminder: Group Policy can be used to associate specific file extensions with
different published applications.

Helpful reminder: A GPO can be linked to multiple locations in Active Directory, reducing
redundancy and making central policy changes easier.

Helpful reminder: ZAP files describe properties of a software package to beinstalled, and
define the command line that should be run to install the application.

Helpful reminder: When a higher level Group Policy has been configured with "no
override," if focresthe child policy containers to inherit the parent's policy even when those
policies conflict with the child's policies.

Helpful reminder: Set permissions on the answer files associated with RIS CD-based
Images to restrict the use of the images for installation.

Managing, Monitoring and Optimizing the Components of Active Directory

Helpful reminder: Cross-domain searches are only available on attributes listed in the
Global Catalog.

Helpful reminder: SMTP makes more efficient use of bandwidth during replication than
does RPC.

Helpful reminder: In order to allow usersto login immediately after a password change,
password changes are immediately replicated to the PDC emulator.




Helpful reminder: Domain Local groups can contain users or groups from any domain in
your forest.

Helpful reminder: It iscritical that Global Catalog servers be deployed appropriately to
service authentication traffic.

Helpful reminder: Trusts are transitive and domain trusts are "shared" viaareferral process
in Active Directory domain trees.

Helpful reminder: Only permissions that are not inherited travel with an Active Directory
object when it is moved.

Helpful reminder: As part of the process of delegating administrative control over an
Active Directory object, such as an OU, you can aso create custom MMC consoles for the
use of those to whom the administrative control is being delegated.

Helpful reminder: Permissions configured in Active Directory have no affect on
administrative rights or file system permissions on Windows 2000 member computers.

Helpful reminder: Trusts are not automatically created between forests in multi-forest
deployments.

Helpful reminder: Y ou can move an organizational unit between two domains provided
you have the Resource Kit MOV ETREE utility.

Helpful reminder: A domain can be switched to Native Mode when all domain controllers
have been migrated to Active Directory. Switching to Native Mode before this will cause
non-Windows 2000 domain controllersto fail to replicate.




Helpful reminder: For Active Directory replication, it is usually recommended that you use
a hub and spoke model to alow directory updates to propagate quickly.

Configuring, Managing, Monitoring and Troubleshooting Active Directory Security
Solutions

Helpful reminder: Use the command line tool secedit to refresh group policy objects
immediately.

Helpful reminder: To record modifications made to user accounts in Active Directory,
configure the Default Domain Controllers Policy Group Policy Object (GPO) to audit
Account Management events.

Helpful reminder: Auditing Account Management includes such things as "User Account
Created", "User Account password set,” etc.

Helpful reminder: The Secure Server IPSec policy causes any machineto whichitis
assigned to require secure communications before it will communicate with other machines
using IP. The Secure Server IPSec policy should not be applied to Windows 2000 domain
controllers.

Helpful reminder: All Group Policy settings found in Computer Configuration/Windows
Settings/Security Settings/Account Policies -- including all Account Lockout, Password,
and Kerberos settings -- are processed at the domain level only. They are never processed
at the OU level. Any related settings contained in a GPO linked to any OU will be ignored.

Helpful reminder: A group may be converted from one type to another (security to
distribution, for instance) in a native mode domain only.

Helpful reminder: When you disable a setting in a Group Policy Object (GPO), the setting
isreversed, or undone.




Helpful reminder: Y ou can use a set of text-based security template files included with
Windows 2000 to apply uniform security settings on computers within an enterprise.
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