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This document contains dozens of 
CertTips covering exam objectives for 
the exam 70-210 - Installing, 
Configuring, and Administering MS 
Windows 2000 Professional. The 
purpose of this document is to give you 
a lot of information, in a small amount 

 

The book!

of space, that you can easily consume in a little bit of time. You may want to read over this 
document just before taking the exam, for instance, to refresh your memory with key 
information you'll need. 

These CertTips are just a subset of all of the CertTips that are included with the actual 
practice test. The ActiveCert.com practice tests provide extremely challenging questions, 
the most detailed explanations in the industry, hundreds of hyperlinks, hundreds of relevant 
Windows 2000 screen captures, streaming video tutorials, streaming audio explanations, 
and how-to exercises. Please visit www.ActiveCert.com for more information. And they're 
reasonably priced!

You may distribute this document freely to others provided you convey it in its entirety and 
do not alter it.

 

Installing Windows 2000 Professional

Helpful reminder: Before upgrading a Windows 9x computer to Windows 2000 
Professional, disable any software- or hardware-based anti-virus capabilities.

  

Helpful reminder: Winnt32 can be run with the /checkupgradeonly switch on Win9x and 
Windows NT 3.51 and 4.0 computers to determine if they are compatible with Windows 
2000. The process can be automated with an answer file.

  

http://www.activecert.com/application/home.asp
http://www.amazon.com/exec/obidos/ASIN/0764508482/activecertcom-20


Helpful reminder: When installing Windows 2000 by booting from a CD-ROM, an answer 
file named winnt.sif must be present on a floppy disk in the floppy drive.

  

Helpful reminder: The basis of a new user profile on a Windows 2000 computer is the 
contents of the %systemdrive%\Documents and Settings\Default User.

  

Helpful reminder: There is only one remote boot floppy for use with RIS -- it is not 
customized on a per-NIC basis as network startup disks are.

  

Helpful reminder: An answer file, commonly called Unattend.txt, simply contains 
responses to the prompts that a user would otherwise see during an interactive setup, and 
needs to contain valid answer information for the installation to succeed.

  

Helpful reminder: Using the /checkupgradeonly switch with the winnt32.exe will detect 
compatiblity issues with upgrades from Windows 9x to Windows 2000.

  

Helpful reminder: RIS requires the presence of DNS, DHCP and an Active Directory 
domain controller.

  

Helpful reminder: If you receive the "Dependency service failed to start" error after 
configuring the networking on a Windows 2000 install, confirm that the driver and TCP 
information are correct and complete.

  

Helpful reminder: Pre-Boot Execution Environment (PXE) clients must receive their IP 
address from a DHCP server in order to begin the installation process from a RIS server.

  

Helpful reminder: Unattended installations can be initiated by placing the answer file on a 
floppy, inserting the floppy, and then booting from the Windows 2000 CD.  The answer 
file must be named winnt.sif.

  



Helpful reminder: RIS clients require access to a DHCP server in order to acquire an IP 
address and access a RIS server.

  

Helpful reminder: You can install applications and service packs with a Group Policy 
Object, but them must be packaged as a Windows Installer Package with a .msi extension.

  

Helpful reminder: There is no upgrade path from  Windows 3.5 to Windows 2000.  
Windows 2000 Professional requires a minimum Pentium 133 with 64MB of RAM.

  

Helpful reminder: Sysprep.exe is used rollback computer-specific information such as SID, 
computer name, etc. on a Windows 2000 installation to prepare the system to be cloned 
using third-party disk imaging software.

  

Helpful reminder: Use the -pnp switch with Sysprep.exe in order to force Plug and Play 
enumeration upon restart when installing an image prepared with Sysprep on computers 
with different hardware devices. The mass storage controller and HAL must be the same 
regardless.

  

Helpful reminder: In order for Windows NT 4.0 to coexist with Windows 2000 on the same 
machine, assuming any of the volumes are formatted with NTFS, Windows NT 4.0 must be 
at Service Pack 4 or greater.

  

Helpful reminder: Windows 2000 supports both FAT and FAT32.

  

Helpful reminder: To perform an unattended installation or upgrade you need one 
unattend.txt file for each unique configuration and one unattend.udf file for all computers 
being installed.

  

Helpful reminder: You can test for any hardware or software incompatibilities with 
Windows 2000 prior to performing an upgrade by using the Windows 2000 Readiness 
Analyzer or running winnt32.exe with the /checkupgrade only option.



  

Helpful reminder: You can slipstream a Windows 2000 service pack into a CD-based RIS 
image.

 

Implementing and Conducting Administration of Resources

Helpful reminder: You can create two logical printers for one print device and assign 
different priorities to the queues associated with the printers.

  

Helpful reminder: You can create two logical printers using a single print device and give 
each printer a different schedule to load balance print jobs.

  

Helpful reminder: The new version NTFS that Windows 2000 supports, NTFS 5.0, 
supports the ability to explicity deny users specific permissions on NTFS files and folders.

  

Helpful reminder: You enable or disable the notification of users when when their print 
jobs complete at the print server by accessing Server Properties in the Printers Folder.

  

Helpful reminder: Power Users in Windows 2000 can install an application as long as 
installing the application do not involve creating a new service or replacing operating 
system files.

  

Helpful reminder: A folder cannot be encrypted and compressed. The volume must be 
formatted with NTFS to user EFS.

  

Helpful reminder: You can install multiple printers all pointing to the same physical device. 
You can set different priorities on each printer.

  

Helpful reminder: Windows only installs the Windows 2000 printer driver by default. You 
must manually add drivers for other operation systems. 

  



Helpful reminder: A user who does not have a roaming profile must have permissions to 
the contents of %systemdrive%\Documents and Settings\Default User in order to create a 
local profile the first time logging on to a Windows 2000 computer.

  

Helpful reminder: You can redirect print jobs sent to shared printer by changing the port of 
the shared printer to point to a different printer of the same type shared elsewhere on the 
network.

  

Helpful reminder: Only Windows NT or 2000 can view the contents of an NTFS 
volume. You can use convert.exe to convert a volume from FAT or FAT32 to NTFS, but 
you cannot convert back.without reformatting the drive.

  

Helpful reminder: You set the default spool directory using the Print Server properties 
dialog box.

  

Helpful reminder: Ownership of an NTFS object cannot be given; it can only be taken 
away by a user who has been granted the Take Ownership permission.

  

Helpful reminder: Share resources are referenced by a UNC name:  \\<server name> \ 
<sharename>\…

  

Helpful reminder: When combining NTFS and share permissions. Windows takes the least 
restrictive permission from each and then takes the more restrictive of the two.

  

Helpful reminder: When you copy an object between NTFS folders, it will inherit the 
attributes of the destination folder.  When you copy a compressed file between two 
compressed folders, Windows will copy the file in an uncompressed form and then 
compress it.  If there is not enough space to hold the uncompressed file, the copy operation 
is cancelled.

  



Helpful reminder: You can use the Windows 2000 Disk Cleanup utility to recover space on 
your hard drive.

 

Implement, Manage, and TroubleShoot Hardware Devices & Drivers

Helpful reminder: In Windows 2000 you can defragment NTFS volumes using the disk 
defragmenter utility.

  

Helpful reminder: Windows now includes a power management tool. This tool has many 
pre-built schemes such as Max Battery that can be used to configure the power settings.

  

Helpful reminder: The best way to update any drive is to use the Device Manager.  You 
access this tool by double-clicking the System icon in Control Panel and then clicking on 
the Hardware tab.

  

Helpful reminder: Windows 2000 does not contain a native DVD decoder. You must obtain 
a software decoder that is compatible with Windows 2000

  

Helpful reminder: In order to use Windows 2000's Raid or any other extended partitioning 
you must first convert the disk to dynamic.

  

Helpful reminder: The multi-monitor feature of Windows 2000 works with PCI and AGP 
adapters only.

  

Helpful reminder: Use the Power Options Control Panel applet to configure how Windows 
2000 interacts with a computer's native power management capabilities.

  

Helpful reminder: You can use Safe Mode to view and modify your computer's hardware 
settings.

  



Helpful reminder: You can use the Power Options applet in Control Panel to configure 
power options for portables.

  

Helpful reminder: Disk quotas can be configured for an NTFS volume on a Windows 2000 
system.  Disk Quotas are configured by using My Computer or Windows Explorer to locate 
the desired NTFS volume, right-clicking on it and selecting properties.  The Quota tab of 
the Properties dialog box can then be used to configure quota settings.

  

Helpful reminder: Driver signing can be set to warn, ignore, or block on a Windows 2000 
computer to prevent drivers (when set to block) that have not been tested with Windows 
2000 by Microsoft and signed by Microsoft from being installed.

  

Helpful reminder: Windows 2000 Professional will only support 2 processors. If you have 
initially installed Windows on a computer with a single CPU, you must upgrade the HAL.

  

Helpful reminder: You use Device Manager to add support for multiple processors to 
Windows 2000.

  

Helpful reminder: In order to configure a Windows 2000 computer to display the desktop 
on multiple monitors all video cards must be PCI cards.

  

Helpful reminder: It is possible to install hardware not on the master list in the 
Add/Remove Hardware wizard by clicking the Have Disk button and supplying the 
location of the driver.

 

Monitoring and Optimizing System Performance and Reliability

Helpful reminder: You can use file signing to prevent applications from overwriting 
Windows System files. The verification can be set to Warn, Block or Ignore unsigned file.

  



Helpful reminder: You can configure a scheduled task to run as any Windows domain user. 
This is useful if you want to automate a task without give the user direct access to 
resources used by that task on their system.

  

Helpful reminder: You can use the System State option in the Backup utility to backup the 
registry, boot files and the COM+ component registration database. You can only backup 
to tape if the tape drive is installed locally.

  

Helpful reminder: When performance tuning a Windows 2000 system, remember the 
graphics applications and other calculation-intensive applications benefit most from 
increased processing power.

  

Helpful reminder: A normal backup is a complete backup. A differential backup backs up 
everything that has changed since the last normal backup. Finally, an incremental backup 
backs up everything since the last normal, incremental, or differential backup.

  

Helpful reminder: In task manager, you can change the priority and the processes that are 
running.  Priority determines how much time that process is given on the processor.

  

Helpful reminder: You can control the thread priority of an application by using Task 
Manager, by modifying shortcuts and file associations, and by using the Start command. 
 Valid switches for use with the Start command include low, belownormal, normal, 
abovenormal, high and realtime.  Belownormal and abovenormal are new in Windows 
2000.

  

Helpful reminder: To backup the System State on a Windows 2000 computer, use the 
Windows 2000 Backup program and check System State in the file selection window.

  

Helpful reminder: Adding a second paging file to a physical hard drive that does not 
contain the boot partition is an ideal configuration for a system's paging files.

  



Helpful reminder: 16-bit Windows applications can be configured to run in their own 
address space to improve reliability of 16-bit Windows applications, and, in an MPS 
system, performance.

  

Helpful reminder: To schedule and manage tasks in Windows 2000, double-click the 
Scheduled Tasks folder in Control Panel and make the desired settings.

  

Helpful reminder: You can create multiple hardware profiles in Windows 2000 to 
determine the hardware configuration at startup.

  

Helpful reminder: You can connect easily to a network share by either creating a shortcut 
or mapping it to a drive letter.

  

Helpful reminder: The processor is the least important hardware resource on a file server, 
all things being equal.

  

Helpful reminder: In Windows 2000 the Emergency Repair Disk is created using the 
Backup utility.

 

Configuring and Troubleshooting the Desktop Environment

Helpful reminder: Accessibility options, which are configured via the Accessibility applet 
in Control Panel, can be configured to automatically deactivate after a specified period of 
time.  Accessibility options can also be configured as a system default.

  

Helpful reminder: PXE stands for Pre-Boot Execution Environment.

  

Helpful reminder: User folders such as the My Documents folder can be redirected to 
alternate locations using a Group Policy Object (GPO).  Local Policies do not support 
folder redirection.

  



Helpful reminder: The Windows 2000 server CD contains a Windows installer package 
called adminpak.msi that allows you to install the server administration tools on a 
Windows 2000 Professional computer.

  

Helpful reminder: Window 2000 profiles are stored under the Documents and Settings 
folder on the same partition as the winnt folder.

  

Helpful reminder: Windows 2000 has a native fax tool. It will only be availabe if you have 
a fax modem installed on the computer.

  

Helpful reminder: You manage fax devices using the Fax Service Management console 
(there is no Control Panel applet for managing the fax service).

  

Helpful reminder: You can use the Accessibility wizard to save accessiblity settings in a 
.acw file and then use the file to apply the settings on other computers.

  

Helpful reminder: The Windows Installer service must be running successfully in order for 
Windows Installer packages to be deployed using Group Policy.

  

Helpful reminder: Use Regional Options in Control Panel to add an Input Locale to a 
Windows 2000 computer.

  

Helpful reminder: You must select an input locale before you start a 16-bit program, as 
switching input locales while a 16-bit program is running is not supported.

  

Helpful reminder: You can create a custom key sequence for switching to an input locale 
using Regional Options in Control Panel.

  



Helpful reminder: To create a roaming profile for a user, copy an existing profile to a 
shared folder and modify the Profile path property of the user account to point to the shared 
folder.

  

Helpful reminder: It is possible to have the accessibility options turn themselves off if the 
system is idle for a defined period of time (five minutes by default).

  

Helpful reminder: It is possible to have Windows 2000 support multiple language and 
location setting simultaneously. You can configure a hot key that allows you to switch 
between settings without logging out or rebooting.

 

Implementing, Managing and Troubleshooting Network Protocols and Services

Helpful reminder: Remember that remote logon, smart cards, EAP, and TLS go together. 
 If you see smart card, think EAP-TLS.

  

Helpful reminder: DNS is the service responsible for resolving host names to IP addresses.

  

Helpful reminder: Windows 2000 machines require either a valid WINS address and/or a 
properly configured LMHOSTS file to perform NetBIOS name resolution in a routed IP 
network.

  

Helpful reminder: You must user EAP with Smart Card authentication.

  

Helpful reminder: Only CHAP and MS-CHAP will encrypt passwords in RAS connections.

  

Helpful reminder: In a TCP/IP network, you must be able to resolve the NetBios name of a 
server referenced in the UNC path name in order to connect to the share.

  



Helpful reminder: Internet Connection Sharing using a dial-up connection depends on 
having an installed, Windows 2000-compatible modem, a configured dial-up connection to 
the Internet, and the dial-up connection to the Internet configured for sharing. In addition, 
you typically want to configure the modem to dial on demand if a user tries to connect to 
the Internet and the modem is not already connected.

  

Helpful reminder: WINS is the primary means of NetBIOS name resolution in a routed IP 
internetwork.

  

Helpful reminder: You can create multiple dialing rules for a connection. These rules can 
include a key combination (such as dialing 9) that is needed to reach an outside line.  This 

 

Implementing, Monitoring and Troubleshooting Security

Helpful reminder: When you copy a user account group membership is transferred but 
individual permissions (and EFS rights) are not.

  

Helpful reminder: You can use the Run As function in Windows 2000 to impersonate 
another user account.

  

Helpful reminder: The built-in Power Users group has the ability of create network shared 
folders.

  

Helpful reminder: Changes to group membership to not take effect until the user logs out 
and back into the domain. Denied permissions will override granted permissions.

  

Helpful reminder: A folder cannot be both encrypted and compressed. The volume must be 
formatted with NTFS to use EFS.

  

Helpful reminder: You can use the secedit.exe utility, a Group Policy or the Security 
Configuration and Analysis MMC snap in to apply security templates in Windows 2000.



  

Helpful reminder: By default, all NTFS objects inherit their security settings from their 
parent folder. You can disable this functionality by clearing the Allow inheritable 
permissions from parent to propagate to this object checkbox.
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