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This document contains dozens of 
CertTips covering exam objectives for 
the exam 70-215 - Installing, 
Configuring, and Administering MS 
Windows 2000 Server. The purpose of 
this document is to give you a lot of 
information, in a small amount 
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of space, that you can easily consume in a little bit of time. You may want to read over this 
document just before taking the exam, for instance, to refresh your memory with key 
information you'll need. 

These CertTips are just a subset of all of the CertTips that are included with the actual 
practice test. The ActiveCert.com practice tests provide extremely challenging questions, 
the most detailed explanations in the industry, hundreds of hyperlinks, hundreds of relevant 
Windows 2000 screen captures, streaming video tutorials, streaming audio explanations, 
and how-to exercises. Please visit www.ActiveCert.com for more information. And they're 
reasonably priced!

You may distribute this document freely to others provided you convey it in its entirety and 
do not alter it.

 

Installing Windows 2000 Server

Helpful reminder: Installing Active Directory does not require a DNS server that supports 
dynamic updates.

  

Helpful reminder: Both Windows 2000 and the latest Windows 2000 service pack can be 
installed simultaneously using a single set of installation files.  Run the service pack 
installation file Update -s: on the installation files first.

  

http://www.activecert.com/application/home.asp
http://www.amazon.com/exec/obidos/ASIN/0764508482/activecertcom-20


Helpful reminder: Using the /cmd switch with winnt32.exe will allow you to execute a 
command after the upgrade has completed.

  

Helpful reminder: Windows 2000 does not ship with boot diskettes. If you cannot boot 
from you CD-ROM, you must create a Windows boot disk set by running makeboot.exe 
from the Bootdisk folder on the Windows 2000 CD.

  

Helpful reminder: DCPromo is run automatically when an existing Windows NT 4.0 
domain controller is upgraded to Windows 2000.

  

Helpful reminder: Winnt.exe can be accessed and run from a network share to start the 
installation of Windows 2000 on a computer started with a network boot disk.

  

Helpful reminder: You must disconnect UPS devices before upgrading to Windows 2000 in 
order to prevent potential problems detecting the serial port wo which the UPS is 
connected.

  

Helpful reminder: You cannot install a computer in a domain unless you are able to 
connect to a domain controller. Entering an incorrect default gateway or mistyping the 
domain name will cause the connection to fail

  

Helpful reminder: When you use Setup Manager to create unattended installation scripts 
you can choose the level of user interaction.

  

Helpful reminder: If the boot device of your system is attached to a controller whose driver 
is not included on the Windows product CD, you must provide a driver. Press F6 when 
prompted. Multiple drivers can be installed during this time. The driver must be located on 
a floppy disk.

  



Helpful reminder: The "signature()" syntax in a Windows 2000 ARC path is based on a 
unique number written to the MBR of the disk hosting the boot partition, and makes it 
possible for Windows 2000 to locate the disk at startup regardless of the location of the 
controller to which it is attached.

  

Helpful reminder: Setup manager eliminates the need to create answer files by hand using a 
text editor. It can be used to create standard, Sysprep and RIS answer files. Setup manager 
can create the file using a wizard or can simply duplicate the configuration of the system it 
is running on.

 

Installing, configuring and Troubleshooting Access to Resources

Helpful reminder: A Windows 2000 computer can act as a gateway between Microsoft 
networking clients and a UNIX print server.

  

Helpful reminder: Print Services for Unix is used to make a Windows 2000 server 
computer function as a Unix print server so that in can server Unix, or LPR, clients.

  

Helpful reminder: When you move a file between two folders on the same NTFS volume, it 
maintains its permissions. If you move a file between two folders on different NTFS 
volumes, the file will inherit the permission of the destination folder.

  

Helpful reminder: It is possible to have multiple print devices attached to a single printer. 
Jobs will wait in the queue for the first available device.

  

Helpful reminder: DFS root folders allow you to organize shares but does not effect 
security settings on the shares.

  

Helpful reminder: Creating a domain-based DFS root will give you fault tolerance and load 
balancing. It is written into the Active Directory and will allow for multiple root folders.

  



Helpful reminder: If the users connecting to a web site are domain (or local) users, and the 
web directory is configured to use Integrated or Basic Security, you can control access to 
web pages with NTFS permissions.

  

Helpful reminder: Placing a $ at the end of a share name will hide the share from in 
Network Neighborhood.

  

Helpful reminder: To give Microsoft clients access to a NetWare server, you must install 
either Gateway Services for NetWare or Client Services for NetWare. Use Gateway 
Services when the NetWare server will not be accessed frequently and/or you do not wish 
to install Client Services for Netware and NWLink on client computers.

  

Helpful reminder: The default port used by FTP is 21 and the default port used by the 
WWW service is 80. You can change both of these defaults by accessing their respective 
property sheets in the Internet Services Manager.

  

Helpful reminder: To make a shared printer on a Windows 2000 computer accessible to 
LPR clients (such as UNIX computers), it is only necessary to install the Print Services for 
UNIX component.

  

Helpful reminder: When you copy a file to a new folder, it takes on the settings of the 
parent folder.  When you move it, provided the new folder is on the same volume, it retains 
any explicitly assigned permissions.

  

Helpful reminder: You must be an administrator to update system files (e.g. run Windows 
Update).

  

Helpful reminder: To manage printers using a browser, point your browser to 
http:///printers, where hostname is a fully-qualified, resolvable host name.

  



Helpful reminder: When using NTFS permissions, denied permissions will always override 
granted permissions.

 

Configuring and Troubleshooting Hardware Devices and Drivers

Helpful reminder: Use Device Manager to update a driver for an installed device.

  

Helpful reminder: Driver signing options in Windows 2000 allow administrators to prevent 
the installation of unsigned drivers. Administrators can make driver signing settings a 
system default.

  

Helpful reminder: IRQ conflicts between PCI and ISA cards are best handled by modifying 
the computer's CMOS settings to reserve an IRQ for the ISA card.

  

Helpful reminder: You install a third-party HAL during a standard installation of Windows 
2000.  During the early part of setup, you will see a prompt to press F6. Press F5 instead, 
and follow the on-screen instructions.

  

Helpful reminder: Windows uses the arc path to locate the boot partition when loading 
Windows. The boot partition is the partition that contains the \winnt folder .

  

Helpful reminder: It is possible to avoid resource conflicts by disabling devices in the 
Device Manger without removing them.

  

Helpful reminder: The last known good configuration can only be used if you have not 
logged in to the system. Logging in will permanently save any changes.

  

Helpful reminder: System File Checker, Driver Verifier, Windows Update, and Driver 
Signing are all key troubleshooting tools.

  



Helpful reminder: You can run diagnostics on a modem by accessing it through the Phone 
and Modem Options Control Panel applet.  Select the Modems tab, highlight the desired 
modem, click Properties, and then select the Diagnostics tab.  Click Query modem.

  

Helpful reminder: Driver signing can be used to prevent users from or warn users against 
installing device drivers that have been not tested by Microsoft. New driver releases must 
be retested for compatibility.

 

Managing, Monitoring and Optimizing System Perfomance, Reliability and 
Availabilty

Helpful reminder: Domain controllers must be restarted in Directory Services Restore 
mode in order to restore the system state.

  

Helpful reminder: To restore Active Directory to a domain controller, you must start the 
domain controller in Active Directory Services Restore mode.

  

Helpful reminder: You can use Windows RAID to provide fault tolerance and improve I/O. 
Windows supports RAID level 0, 1 and 5.

  

Helpful reminder: The Windows Backup tool will allow a Normal backup (which backs up 
all files), a Differential Backup (which backs up all changes since the last Normal Backup) 
and an Incremental backup (which backs up all changes since the last Incremental backup).

  

Helpful reminder: You can use the Windows Recovery Console to repair missing boot 
files. The Recovery consol is accessed by booting the computer from either the Windows 
CD or a Windows boot disk and choosing Repair when prompted.

  

Helpful reminder: If you have a corrupt registry you can often repair it either by starting to 
Last Know Good or by using the Windows repair tool with a current ERD

  



Helpful reminder: Windows 2000 Group Policy Objects (GPO) apply to Windows 2000 
computers only -- you can still use System Policy to create "traditional" policies for 
Windows NT 4.0 and Windows 9x/Me clients and deploy them on Windows 2000 domain 
controllers.

  

Helpful reminder: 16-bit Windows applications are hosted by the Windows on Windows 
executive (Wowexec) running inside a Virtual Dos Machine (NTVDM).

  

Helpful reminder: The disk subsystem is a prime candidate for performance analysis on a 
file server that is running slowly.

  

Helpful reminder: A differential backup does not mark files as backed up (it does not clear 
thearchive bit). Normal and incremental backups do.

  

Helpful reminder: Windows 2000 Backup supports backing up and restoring from local 
tape devices only.

  

Helpful reminder: You can alter the processor priority settings for processes using task 
manager. Processes with a higher priority will be given more access to the processor than 
processes with a low priority.

  

Helpful reminder: Normal and copy backups will backup all selected files. Normal backups 
will clear the archive property of all backed up files. Differential backups will backup all 
selected files that have the archive property turned on. The archive property will NOT be 
cleared on backed up files. Incremental backups will backup all selected files that have the 
archive property set. The archive property will be cleared on all backed up files.

  

Helpful reminder: Recovery console includes a number of commands, such as map arc, 
which can be used to view the ARC path for all disks and volumes on a Windows 2000 
system.

  



Helpful reminder: Recovery console is for use when the system will not start.  Safe Mode 
is for when it will.

  

Helpful reminder: The System State on a Windows 2000 server computer includes the 
Certificate Server database when the Certificate Service is installed on the computer.

  

Helpful reminder: You create an Emergency Repair Disk using Windows Backup.

  

Helpful reminder: The Process object -- for which each individual process represents an 
instance -- has a useful % Processor Time counter -- which is very different from the % 
Processor Utilization counter associated with the processor(s) in a system.

  

Helpful reminder: You can use Task Manager to change the priority of a running program.

  

Helpful reminder: Processor affinity can be used to assign an application to a specific 
processor. This can be done in the process properties in the task manager. This is not 
recommended for multi-threaded processes.

  

Helpful reminder: Process - % Processor Time - Instance: and Process - Working Set are 
two counters that help identify the resources in use a single applicaton.

  

Helpful reminder: As long as you have the right to back up a file, it doesn't matter if it is 
encrypted or not.

 

Managing, Configuring and Troubleshooting Storage Use

Helpful reminder: A Volume Mount Point is an empty folder on one NTFS volume that 
when accessed, mounts a different volume altogether.  The volume mounted through the 
Volume Mount Point does not itself have to be formatted with NTFS.

  



Helpful reminder: Your first step when attempting to recover from a disk failure is to 
attempt to Reactivate the disk (note -- only dynamic disks can be reactivated).

  

Helpful reminder: Windows 2000 includes a basic disk defragmentor that can be accessed 
through the Computer Management console under Storage management.

  

Helpful reminder: It may be possible to make a disk that appears as Offline in the Disk 
Management console available by right-clicking on it and selecting Reactivate Disk.

  

Helpful reminder: Windows 2000 Server allows you to set a quota on any NTFS volume. 
This quota will affect the entire volume. To enforce the quota you must select the "Deny 
disk space to users exceeding quota limit."

  

Helpful reminder: In order to create an extended volume under Windows 2000, you must 
convert any disks involved from basic to dynamic.

  

Helpful reminder: When you move a file between folders on the same NTFS volume it 
maintains its compression state. If you move a file between volumes it will always inherit 
its compression state from the target folder.

  

Helpful reminder: Software RAID sets will not automatically be repaired by Windows, 
even using hot-swappable drives. Volumes must be repaired manually.

  

Helpful reminder: Dynamic disks make it possible to perform disk and volume 
management tasks that do not require a system reboot.

  

Helpful reminder: You can repair a failed mirrored volume online in Windows 2000 
provided that you have adequate free space on a drive of the same type as the orphaned 
member of the failed mirrored volume.

  



Helpful reminder: In an ARC path, multi(x)disk(y)rdisk(z)partition(w)\, x is always 0, 
multi is replaced with scsi() for SCSI controllers that require a driver file (NTBootDD.sys), 
disk is always 0 with multi (not needed) and represents the ordinal number of the disk on 
the controller when scsi() is used, rdisk is the 0-based ordinal number of the disk on the 
controller when multi() is used, and finally, partition is 1-based.

 

Configuring and Troubleshooting Windows 2000 Network Connections

Helpful reminder: The address of a host's configured default gateway must be on the same 
logical network as the host itself, as defined by the host's IP address and subnet mask.

  

Helpful reminder: Remote Access Policies include conditions (day-and-time, windows-
groups, etc.) and a profile (restrict session time, allow connections via ADSL, etc).  They 
also include an account's dial-in permissions, and are globally configured to allow or deny 
access when matched with an incoming connection attempt.

  

Helpful reminder: An IP address for which the values of the first two octets are 169.254 
indicates that Automatic Private IP Addressing is being used.

  

Helpful reminder: You can configure an RRAS server to assign addresses to RAS clients 
using either a static address pool configured on the RRAS server or by having the RRAS 
server get the addresses from a DHCP server.

  

Helpful reminder: Install the SAP agent on Windows 2000 computers running client/server 
applications such as SQL Server and MS Exchange when Netware clients require access to 
the services.

  

Helpful reminder: In order for a Windows 2000 computer to act as a file and print server 
over a selected interface, it is not necessary to bind "Client for Microsoft Networks" to that 
interface -- only "File and Print Services for Microsoft Networks".

  



Helpful reminder: All operating systems which run the Terminal Service client except for 
Windows 2000 professional require a separate Terminal Services license. Windows 2000 
Professional clients only require a Windows 2000 Server CAL.

  

Helpful reminder: For some applications, you will have to run a compatibility script to run 
them in a shared Terminal Services environment.

  

Helpful reminder: Terminal Services remote administration mode allows a limited number 
of users to remotely control a Windows 2000 Server, with minimal system overhead.

  

Helpful reminder: If you delete the default remote access policy on an RRAS server, the 
server will refuse all connection attempts.

  

Helpful reminder: Internet Connection Sharing is designed for SOHO-type networks that 
do not already have any addressing or naming infrastructure in place. The ICS system will 
be configured to use the IP address 192.168.0.1 and will assign addresses in that range to 
clients. Client systems will automatically be configured to use ICS as their default gateway.

  

Helpful reminder: Windows 2000 VPN services can be used between systems across 
domains and forests, as well as some 3rd-party systems. Active Directory is not required.

  

Helpful reminder: PPP logging can be used to troubleshoot problems related to 
authentication protocols used with RAS.

  

Helpful reminder: If the RRAS server has been configured to communicate with a DHCP 
server and it is unable to, then the dialup clients will receive addresses based on Automatic 
Private IP Addressing (APIPA).

  

Helpful reminder: The RIP listener service allows a server to learn about routes from the 
routers, even if the system is not acting as a router.

  



Helpful reminder: When running Terminal Services in application server mode, you should 
use the Add/Remove programs applet in Control Panel or the "change user /install" 
command to place the system in install mode. If using change user, return the system to its 
normal state after installation by using the "change user /execute" command.

  

Helpful reminder: Use the change user /install command to put Terminal Services in install 
mode.

  

Helpful reminder: The requirements for performing remote control using Terminal Services 
are full control permission on the RDP protocol.

  

Helpful reminder: You use Terminal Services Configuration to manage connection (RDP 
Protocol) and server settings for Terminal Services.

  

Helpful reminder: RAS policy and profile conditions must be compatible. Neither set of 
conditions will override the other.

 

Implementing, Monitoring and Troubleshooting Security

Helpful reminder: You can add a user to the Backup Operators group to give them 
permission to backup files (even files they would not otherwise be able to access).

  

Helpful reminder: You can use Group Policy in a Windows 2000 domain environment to 
define user policies requiring long and complex, and therefore less easily guessed, 
passwords.

  

Helpful reminder: You can apply an audit across multiple computers by creating a Group 
Policy Object (GPO). To see what activities a user is performing, you would create a 
success audit on the User of User Rights event.

  



Helpful reminder: The loopback processing feature of Group Policy makes it possible to 
apply a GPO based solely on the computer to which a user logs on.

  

Helpful reminder: To make it more difficult for hackers to guess passwords, you can set an 
account lockout policy to limit the number of incorrect logins that the system will allow for 
any one user account.

  

Helpful reminder: Members of Users, Authenticated Users, and Everyone do not have the 
right to log on locally to a Windows 2000 domain controller -- even when running 
Terminal Services Client.

  

Helpful reminder: You can use the Group Policy snap-in on any system to create local 
policies that do not require Active Directory.

  

Helpful reminder: To disable encrypting file system (EFS) on a computer, remove all 
recovery agents from the recovery policy or delete the recovery policy.

  

Helpful reminder: You can use the runas command to run a program using a set of 
credentials other than those under which you are currently logged on.

  

Helpful reminder: Restricted groups can be used to ensure that group membership remains 
consistent. Users that are not listed in the restricted group but have been made members of 
the group will be removed. Users that are listed in the restricted group but have been 
removed from the group will be added back into the group.
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